NAT and NAPT Concept

Network Address Translation (NAT)

External Address Range : 5.5.5.1~ 5.5.5.99

Private/Local Network Public/Global/External Network

i Internet
Basic NAT
Client1 Client2 Client 99 Server 1 Server 2

FEE = &fE

01.11) |10.1.1. 0.1.1.99 11.11) (2222
Outbound Traffic
Inbound Traffic
Outbound Traffic 15000[20.02.1] 80 [1.1.1.1 5000 5.5.5.1 80 |1.1.1.] ==
NAT Inside |NAT Outside| Binding
P P Lifetime
10.1.1.1 5.5.5.1 120s | Address Binding & Translation {10.1.1.1} to {5.5.5.1}
NAT Inside |NAT Outside| Binding
P P Lifetime
10.1.1.1 5.5.5.1 120s  Translation {5.5.5.1} to {10.1.1.1}
oo 0 o). R0 5.35.1 080222 -
< 10021 5001(2.2.2.2| 8080 G AR 5.5.5.1|5001 |2.2.2.2 | 8080
b
— OTEmEnE - EnEnEEE
6000 [10.4:1.99] 8080 2.2.2.2 6000 5.5.5.99 8080(2.2.2.2] >
10199 6000(2.2.2.2|8080 15.5.5.99| 6000{2.2.2.2|8080

Basic NAT: NAT Binding Table

Source TU Port

Source IP e . o

Destination TU Port NAT Inside |[NAT Outside| Binding
— bestinaton Pl wetime

._mmm 1.1.1.1 10.1.1.1 5.5.5.1 120s  Binding Entry Creation at a

10.1.1.2 5.5.5.2 120s  Binding Entry Creation at b
Destination IP
Destination TU Port
Source IP
— Source TU Port

10.1.1.99 5.5.5.99 120s Binding Entry Creation at ¢
. 11/5000].1.1.1] 20 S

www.netmanias.com

September 2013

Network Address Port Translation (NAPT)

External Address : 5.5.5.1
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NAPT: NAT Binding Table
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